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Coastal Accounting Recovered From a
Ransomware Attack Within 72 Hours

FTI Services contained the attack, restored data, and
strengthened defenses.

CLIENT: Coastal Accounting INDUSTRY: A "
: Accounting

LOCATION: Carlsbad, California

SERVICES: Accounting, tax preparation, and client
communication

Executive Summary

Coastal Accounting was hit by ransomware that encrypted critical client and firm data. FTI Services responded at
once, stopped the spread, removed the malware, restored data from secure offsite backups, and added stronger
security. Operations were back within 72 hours, and client trust was maintained.

Challenges FTI's Approach
* Encrypted databases and records FTI Services used a clear, step-by-step response with
- Firm-wide disruption across tax prep and client tight communication.
communication
- Rising reputation risk while files were inaccessible Key Actions

 Pressure to pay a ransom, rejected due to risk and

uncertainty - Isolated affected systems to stop the spread

across the network
- Removed ransomware with verified cleanup
- Restored data from tested, secure offsite backups

Solutions

- Multi-factor authentication, advanced threat detection, and EDR
- Security awareness training for all employees
- Standard playbooks for faster future response



https://www.linkedin.com/company/coastal-accounting-&-bookkeeping

The Results

- 100% of encrypted data recovered from backups
» Operations restored within 72 hours
- Lower exposure to future threats and steady client confidence

Need to restore operations fast and reduce future risks?

FTI Services delivers rapid containment, clean recovery, and stronger settings that protect your firm.

CLIENT TESTIMONIAL

“We were devastated when we discovered the ransomware attack. FT]
Services responded quickly and professionally, containing the outbreak
and restoring our data with minimal disruption. Their expertise and rapid
response saved our business and protected our clients’ sensitive
information. We couldn't have asked for a better partner.’

— David Miller, Managing Partner
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